MAVERICK QUALITY ADVISORY SERVICES PRIVATE LTD.
Cert-IN Empanelled

WEB SECURITY AUDIT CERTIFICATE

No: CRISP/Certificate/03 Date: 26 April 2019

This is to certify that Dr. Harisingh Gour Vishwavidyalaya, Sagar (M. P,) web
application of CRISP (Centre for Research and Industrial Staff Performance),
Bhopal has been tested/audited by MQAS. Herein, security audit was done for
complete Application. MQAS reviewed the fixes and observed to be comphant with
requirements relating to security as per following Cert-IN (Indian Computer
Emergency Response Team) guidelines:

« Web Server Security Guidelines

Web Application was tested/audited from 22" March 2019 fo 15t April 2019 as
per URLs given below:

Conciusion:

Web Application is free from OWASP 2013 Top 10 (any other known) vulnerabilities
and is safe for hosting.

Recommendation:

1. It is recommended the deployment of SSL on production server for the Web
Application.

2. 0S5 Level hardening need to be in place for the production server,

Note: The certificate is valid till no additional changes in the dynamic contents
carried out or one year from the date of issue, whichever is earlier.
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